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Cybersecurity Risk Management Policy for Al

Charoen Pokphand Foods Public Company Limited and Subsidiaries
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The Cybersecurity Risk Management Policy for Al of Charoen Pokphand Foods Public Company Limited (CPF) is
established under the Company's Cyber Risk Management Policy. The purpose of this policy is to prescribe
minimum standards for governing cybersecurity risk management in the development and use of Al systems,
ensuring that such activities are conducted efficiently and effectively and are aligned with the business objectives
of the Company and its subsidiaries. This policy aims to ensure adequate cybersecurity protection and to mitigate
risks and impacts arising from various forms of cyber threats that may affect business continuity, financial
performance, stakeholder confidence, and the reputation of the Company and its subsidiaries. It also serves as a
common framework and guideline for executives and employees to consistently adopt and implement across the
organization. Furthermore, this policy is aligned with internationally recognized Al governance principles and
frameworks, including the principles of Fairness, Ethics, Accountability, and Transparency (FEAT), promoting the
responsible, ethical, transparent, and trustworthy use of Al technologies. This policy also clearly defines the roles
and responsibilities for managing cybersecurity risks associated with Al systems. It encompasses the

responsibilities of the Three Lines of Defense and includes communication and awareness initiatives to ensure
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that executives and employees at all levels understand the importance of cybersecurity risk management for Al

systems and are aware of their respective duties and responsibilities in this regard.
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This Policy applies to the Company and/or its non-listed subsidiaries. It covers all business groups, business units
and processes, both domestic and international, as well as significant cybersecurity risk management activities
related to Al systems. Listed subsidiaries and subsidiaries of listed subsidiaries may adapt this Policy to align with
their specific business contexts and internal management processes, taking into consideration the socio-cultural
environments of the countries in which they operate, while maintaining consistency with the principles and

requirements set forth in this Policy.
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Weu (Definitions)
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The Company means Charoen Pokphand Foods Public Company Limited.
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Subsidiary means a subsidiary as defined under the securities and exchange laws and included in the Company's
financial statements, excluding:
(a) any subsidiary whose ordinary shares are listed on any stock exchange; and

(b) any subsidiary of a subsidiary referred to in paragraph (a).
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Management means the Management of Charoen Pokphand Foods Public Company Limited and/or subsidiaries.
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Employee means an employee who is paid on a monthly or daily basis by the Company and/or its subsidiaries,

whether employed on a permanent, temporary, or special contractual basis.
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Artificial Intelligence (Al) means a system that simulates human intelligence and capable of performing tasks such
as learning, memorization, decision-making, task execution, and the generation of new content through data-

driven learning and automated rule-generation mechanisms.
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Al includes systems incorporating Machine Learning, Deep Learning, and Generative Al models, such as Large

Language Models (LLMs), as well as advanced Al systems, such as Agentic Al.

Al does not include automation systems in which operational processes are explicitly predefined by humans, such
as Robotic Process Automation (RPA), or systems that operate automatically based solely on predefined

conditions (Condition Matching).
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Al Asset Inventory means a collection of assets related to the development and use of Al that can be identified,
assigned to an owner, and registered, including Al models, training datasets, source code, systems, and software

licenses.
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Risk means any event involving uncertainty that, if it occurs, may adversely affect or impede the achievement of

the Company's or a business group's/business unit's vision, mission, objectives, and business strategies.
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Cybersecurity Risk for Al means the risk arising from events that may adversely affect critical information, financial
performance, or business operations due to the insecure development or use of Artificial Intelligence (Al) systems,
or as a result of cyber threats targeting such systems. Such risks may lead to data breaches, theft, loss, or

destruction, potentially preventing the Company from conducting its business operations or delivering its services.
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Risks associated with the use of Al systems may arise throughout the Al lifecycle, from data preparation and
model development to the deployment and operation of Al systems. Such risks can be categorized into the

following three areas:
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Data Risk means the risk arising from data quality deficiencies used for model training, such as data that is
outdated, inaccurate, incomplete, or insufficiently diverse, which may result in unreliable, biased, misleading,
or inaccurate outputs generated by Al models. In addition, inadequate data confidentiality and security
controls during the training, development, or use of Al systems may lead to the unauthorized disclosure or

leakage of the Company's confidential information, personal data, or customer information.
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Model Risk means the risk that an Al model may learn patterns and generate decision rules in a manner that
does not allow the basis of its outputs to be clearly explained. Such models may also produce incorrect or
unreliable outputs, including biased, inconsistent, inaccurate, or false information (hallucinations). These risks
may result in adverse impacts on business operations, operational risk exposure, and the risk that Al-enabled
services or customer interactions may not be conducted in accordance with the Company's principles of

fairness and responsible business practices.
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Cybersecurity Risk means the risk arising from cyber-attacks specifically targeting Al systems, which may
result in unauthorized access to sensitive information, the disclosure of confidential information, manipulation
of system processing, distortion of outputs, or the exploitation of security vulnerabilities. Suc h attacks may

include Prompt Injection, Model Inversion, Data Poisoning, and Adversarial Attacks, among others.
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NUILAZAMNSURNATAL (Roles and responsibilities)
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AnznssuNgmaAlulagiazanusiuasdaaniannelbiues (Technology and Cyber Security Committee)

Board of Directors
Ensure the governance and support of technology and cybersecurity risk management initiatives through the

designated Technology and Cyber Security Committee.
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Technology and Cyber Security Committee

To develop the risk management policy, define acceptable levels of risk, and prepare risk management guidelines
and manuals; to promote awareness and understanding of risk management across the organization; to provide
advice and support to all departments in implementing risk management practices; and to monitor and follow up

on the progress of risk management activities.
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Risk Management Office

To develop risk management policies, determine acceptable risk levels, and establish comprehensive risk
management manuals. To actively promote and disseminate risk management knowledge across the organization.
To provide recommendations and support to relevant departments in executing risk management activities, and to
monitor and follow up on the implementation progress to ensure effectiveness and alignment with organizational

objectives.
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Information Security Risk Management

To oversee and ensure the implementation of cybersecurity risk management in accordance with the established
policy. The role shall include responsibility for managing cybersecurity risks at a level equivalent to those of the
Chief Information Security Officer (CISO), in accordance with international standards and best practices for

cybersecurity management.
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Information Security Risk Office

To develop policies on cybersecurity risk management and to promote and disseminate knowledge and
awareness regarding cybersecurity risks throughout the organization. To provide advice and support to relevant
departments in implementing cybersecurity risk management practices, to monitor the progress of risk mitigation
efforts, and report to the Technology and Cybersecurity Committee, as well as to the Risk Management Sub-
Committee in accordance with the defined reporting schedule or in response to significant cybersecurity risk

events.

wiranunalulagasaumanulassasiaiuguszunuazanulaanianiglai
WanulgunguazuinsguaunsinEANnNdaeadadayaansauna uastinisannisauaNduaslae it
ansaumarestFEve Wianfiullednelilsy@ning saandasiuidunianisgsnalusuian uazaanndeaiusyay
4 : . o - . .
ALAEAuA N uAlaendelaiue Fluilaqiiu uazsraerunisdssiinuantsdJuReuniuulauiese

AnznIsunnamalulatuazanusiuaslasasaniglaiwes (Technology and Cyber Security Committee)

Infrastructure & Cyber Security— CPF IT Center
To develop information security policies and standards and to ensure the effective management of the Company’s

information security operations in alignment with future business objectives and the current cybersecurity risk
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landscape. The performance in accordance with the established policies shall be evaluated and reported to the

Technology and Cyber Security Committee.
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loT Business Solution— CPF IT Center

To develop and adopt Al systems to enhance business efficiency, support operational activities, and deliver
customer services under an appropriate governance framework. Provide advice and guidance to relevant
functions on the development and adoption of Al systems. Furthermore, oversee, plan, and manage Al-related
assets and resources to ensure alignment with the Company's Al architecture and secure Al adoption plan, while

maintaining consistency with the current level of cybersecurity risk.
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(Technology and Cyber Security Committee)

Al Committee

To define guidelines and oversee the development and adoption of Al systems to enhance business efficiency,
support operational activities, and deliver customer services under an appropriate governance framework, in
alignment with the principles of responsible, ethical, transparent, and fair Al use (FEAT: Fairness, Ethics,
Accountability and Transparency). This includes Al risk management throughout the Al lifecycle, covering the
development and use of Al systems in a prudent and appropriate manner to ensure that Al systems are secure,
accurate, reliable, capable of effectively managing risks, and able to explain the basis of their outputs. It also

includes establishing guidelines for the transparent and fair treatment and protection of users. Risk assessment
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results, the establishment and implementation of risk mitigation measures, and the monitoring and reporting of
cybersecurity risks, including the reporting of risk levels and risk status, shall be reported to the Technology and

Cyber Security Committee.
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ANNLAEAUANNTRAYLaeA AN TAINA (Information Security Risk Office)

Business Group/Business Unit Management
Directly responsible for managing risks within their scope of responsibility, including the identification and
assessment of risks, the establishment of risk mitigation measures, implementation, monitoring, and reporting of

cybersecurity risks. This includes reporting the level and status of risks to the Information Security Risk Office.

AUnmsiagaunely

dszifiunszuaunistfiRanuuarlia s e fmun suLNsLTnNIANMIEAEN

Internal Audit Office

Evaluate operational processes and offer recommendations to enhance the effectiveness of the risk management

framework.

WRNIU

WiANFINHalLNILETNIANNIREN LAYANRUNNTLETUNTAN KRN AUANNTUA aaade lmiuas IneDaludou

Mﬁwmmmﬁu"ﬁmuﬁmam@u ﬂﬁu‘?}mﬂﬁm@mmﬁmﬁui’muﬁﬁumﬂﬁmimmLﬁm NIV NUAINNLRENTINL

ANNTAIN NN NINLADLINIIAN

Employees

All employees shall cooperate in the execution of risk management activities and incorporate cybersecurity risk
management into their respective areas of responsibility. They are expected to demonstrate behavior consistent
with the organization's risk-aware culture and are required to report any identified cybersecurity risks promptly

through the appropriate reporting channels as specified by the company.

Page | 12




RSN

LLu’J‘ﬂ,ﬁ‘LI (Guidelines)

Governance

Development and Security
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The Cybersecurity Risk Management Policy for Al consists of Al Governance and Al Development and Security.
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To ensure that Al systems are governed in accordance with the principles of responsible, ethical, transparent,
and fair Al use (FEAT: Fairness, Ethics, Accountability, and Transparency), and that risks arising from the
development and use of Al systems are managed in a prudent and appropriate manner, management and
the Al Steering Committee shall define strategic directions for Al adoption and establish governance
guidelines for the development and use of Al systems to keep pace with evolving technologies, emerging use

cases, and changing risk landscapes.

Page | 13




In managing risks arising from the development and use of Al systems, the following practices shall be

implemented
o Spnmuideunnsldanis Al (Al Asset Inventory)

Establish and maintain an Al Asset Inventory
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Identify risks associated with the use of Al systems and manage such risks within the Company's
approved risk appetite framework. In addition, conduct ongoing risk assessments and monitoring of

Al systems to ensure that risk controls remain appropriate to the nature and extent of Al usage.
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In cases where Al systems are used for Strategic Functions or Customer Interactions, consideration
shall be given to involving humans in the decision-making process through Human-in-the-Loop
(HITL) or Human-over-the-Loop (HOTL) approaches, depending on the risks and potential impacts of

the use of Al systems on business operations and customers.
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In cases where Al systems are used for interactions with users or customers, developers shall notify
them and disclose the use of Al systems prior to service delivery. Such users or customers shall be
provided with the option to disable or bypass services that utilize Al systems. In addition, education

and guidance on the safe use of these services should be provided to them.
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NMINAUILAENNFSNENANNNUAILaaANEaRIN15 I EaUsE LU (Al Development and Security)
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To ensure appropriate controls over data used for training and model development, and to ensure that Al
systems are accurate, reliable, transparent, and secure against emerging cyber threats, developers shall
implement the following measures:

2.1. NsAILANAMNIRRNATUTaNA (Data Risk Controls)
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Establish guidelines for the control and assessment of the quality of data used for model
training. The guidelines shall define clear criteria covering data accuracy, timeliness, volume,
and diversity to reduce the risk of Al models generating unreliable, biased, or inaccurate

outputs.
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Conduct the data quality reviews and assessments and apply appropriate data remediation
measures in accordance with the established guidelines before data is used in the model

training process.
= o o o L
o MLLu'mNﬁmﬂumﬂsﬂmﬂumﬂmwu Al aENNUBLIATALIARN

Establish guidelines for preventing data leakage from Al systems, covering at a minimum:
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Restrict Al systems' access to Company data through appropriate access controls to
prevent unnecessary access of sensitive information and strictly manage access rights

to training data and model architecture.
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Protect personal and sensitive data throughout the data preparation, model
development, and Al system usage phases by implementing measures such as data

masking, data hashing, and input sanitization to prevent data leakage.
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Data Boundary tiaugin dagyatequdumlunisldeiu Generative Al

Segregate Company data from public data when utilizing third-party Al systems; for
example, by establishing logical or physical data boundaries to isolate Company data

when using Generative Al services.

2.2. NISAILANANNAENAIUNITHAIUILINLAS (Model Risk Controls)
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Establish controls and criteria for assessing model performance by defining clear and
comprehensive evaluation metrics that address accuracy and reliability, commensurate with the

risks and potential impacts associated with the intended use of the model.
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Conduct ongoing testing and monitoring of model performance and output reliability before and
after deployment to ensure that the model consistently delivers accurate and reliable results in

accordance with established criteria. Testing should be performed using various types of data,
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including unseen data, out-of-distribution data, and edge cases. In addition, a feedback loop
mechanism should be implemented to continuously improve the model's accuracy and reliability

based on operational outcomes
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In cases where Generative Al is used, establish guidelines to reduce the risk of hallucinations,
defined as instances where the system may generate false information. Such guidelines should
include the use of Retrieval-Augmented Generation (RAG) techniques to provide the model with

reference data sources or adjusting response characteristics as appropriate.
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Establish guidelines to ensure that developers, users, and other relevant stakeholders are able
to comprehend and explain the outputs of Al systems (Explainability). Such guidelines should
include preparing documentation that explains the decision criteria or underlying logic used by
the model, enabling Generative Al models to display their reasoning process, or providing

references alongside the generated outputs.
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Establish human oversight measures designed to maintain human supervision, monitoring, and
intervention, where appropriate, to ensure that Al systems operate correctly, safely, and

ethically.
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2.3. NMIArLANANNIRRIAUANNIUALaannglguad (Cybersecurity Risk Controls)
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e OWASP (Open Worldwide Application Security Project) Top 10
o  OWASP Machine Learning Security Top 10

e OWASP Top 10 for Large Language Model Applications

Require Al system development to incorporate measures for preventing and detecting emerging
attacks specifically targeting Al systems, as well as enhancing existing cybersecurity controls to
address such threats. This may include implementing Content Filtering for Al systems at both the
input stage (Prompt Filtering) and the output stage (Response Filtering) to prevent the disclosure of
sensitive information or the generation of inappropriate content. Conduct continuous testing against
various attack scenarios, such as Data Poisoning and Adversarial Testing, to identify limitations and
remediate vulnerabilities discovered within Al models. In addition, continuously monitor and assess
emerging threats, and update prevention and detection measures to ensure that they remain current
and appropriate to the prevailing threat landscape. Reference may be made to relevant standards,
including:

e OWASP (Open Worldwide Application Security Project) Top 10

e  OWASP Machine Learning Security Top 10

e OWASP Top 10 for Large Language Model Applications
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NN58aNTUANNLALN (Risk Acceptance)
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(Al Committee) WansL

To ensure that cybersecurity risk management for Al is carried out effectively and efficiently and remains aligned
with the Company's objectives, where compliance with this Policy or the Al Cybersecurity Risk Management
Guidelines is not feasible, the Al project manager, developer, operator, or representative of the business unit
utilizing the Al system shall assess the risks and potential impacts. Such risks shall be reviewed and formally
accepted in writing by the management of the relevant business group or business unit, including the justification
for the non-compliance and the associated impacts. The risk assessment and risk acceptance shall then be

reported to the Al Committee for acknowledgment.
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The Information Security Risk Office shall review this Policy at least annually, or more frequently as deemed
necessary, to ensure ongoing alignment with the Risk Management Policy and appropriateness for the business
operations of the Company and its subsidiaries. Any proposed amendments shall be submitted to the Technology
and Cyber Security Committee for review and recommendation, and subsequently to the Chief Executive Officer

for approval prior to implementation.

Wlau1ansUIMNIANNLAeNAuA NI UAsl aense Triue fA1ususTLL Al (Cyber Risk Management Policy for Al)
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The Cyber Risk Management Policy for Al was approved by the Chief Executive Officer on 15 October 2025.
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N1ANUIN (Appendix)

NINFINNTZUAUNNTLILRU ATUAN UAZRAAINANIALIATY Al (High Level of Al Cyber Risk Assessment Flow)
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